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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 1 1/3/08 
has been entered. Currently, claims 1-6, 12-15, and 21-22 are pending. 

Response to Arguments 

2. Applicant's arguments with respect to claims 1 , 1 2, 21 , and 22 have been 
considered but are moot in view of the current amendment to the claims and therefore a 
new ground(s) of rejection will be made. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
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invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-6, 12-15, and 21-22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Pensak (US 6,289,450) in view of U.S. Patent Application Publication 
No. 2003/0191938 to Woods et al. 

Regarding claim 1 , Pensak discloses a document printing program encoded on a 
computer readable medium, comprising the codes of: obtaining a print requirement 
associated with a document file (see column 6 lines 18-60) and compulsory executing 
the print requirement when the document file is printed out (see column 6 lines 50-55 
and column 8 lines 47-56), wherein the print requirement sets a print mode including at 
least one security requirement to be executed to a to-be-printed document (see column 
6 lines 50-60 and column 8 lines 46-56, an authoring user creates options associated 
with a document that specify software functions to be enforced by an application 
interface, the document is then segmented and encrypted, a segment may also be the 
entire document, a viewing user may request the document, or segments thereof, and 
after the application interface decrypts a segment, the application interface enforces the 
option, such as printing with a watermark). 

Pensak does not disclose expressly obtaining a password and the password is 
utilized to generate a key for encryption and decryption of the document file. 

Woods discloses obtaining a password and the password is utilized to generate a 
key for encryption and decryption of the document file (see paragraphs 26, 57-58, and 
65, reference states that the password is the basis of the key for encryption and 
decryption of a file). 
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Regarding claim 12, Pensak discloses a document protecting program encoded 
on a computer readable medium, comprising the codes, of: obtaining an encryption key 
used to encrypt a document file (see column 2 lines 10-28, column 4 lines 10-23 and 
53-67, column 5 lines 59-65, column 6 lines 31-60, and column 7 lines 7-36), 
associating print requirement with the document file (see column 6 lines 18-60 and 
column 8 lines 47-56), and encrypting the document file by the encryption key (see 
column 2 lines 10-28, column 4 lines 10-23 and 53-67, column 5 lines 59-65, column 6 
lines 31-60, and column 7 lines 7-36), wherein the print requirement sets a print mode 
including at least one security requirement to be executed to a to-be-printed document 
(see column 6 lines 50-60 and column 8 lines 46-56, an authoring user creates options 
associated with a document that specify software functions to be enforced by an 
application interface, the document is then segmented and encrypted, a segment may 
also be the entire document, a viewing user may request the document, or segments 
thereof, and after the application interface decrypts a segment, the application interface 
enforces the option, such as printing with a watermark). 

Pensak does not disclose expressly obtaining a password and the password is 
utilized to generate a key for encryption and decryption of the document file. 

Woods discloses obtaining a password and the password is utilized to generate a 
key for encryption and decryption of the document file (see paragraphs 26, 57-58, and 
65, reference states that the password is the basis of the key for encryption and 
decryption of a file). 
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Regarding claim 21, Pensak discloses a document protecting system comprising: 
a distributor terminal implementing a document protecting program encoded on a 
computer readable medium comprising the codes of: a part obtaining an encryption key 
to encrypt a document file (see column 2 lines 10-28, column 4 lines 10-23 and 53-67, 
column 5 lines 59-65, column 6 lines 31-60, and column 7 lines 7-36), a part associating 
a print request to the document file (see column 6 lines 18-60 and column 8 lines 47- 
56), and a part encrypting the document file by the encryption key (see column 2 lines 
10-28, column 4 lines 10-23 and 53-67, column 5 lines 59-65, column 6 lines 31-60, and 
column 7 lines 7-36), and a user terminal (see Figs. 1 and 2) implementing a document 
printing program comprising the codes of: a part obtaining a decryption key of document 
file being encrypted (see column 2 lines 33-38 and 44-57, column 3 lines 12-15 and 23- 
25, and column 8 lines 7-60), a part decrypting the document file based on the obtained 
decryption key (see column 2 lines 33-38 and 44-57, column 3 lines 12-15 and 23-25, 
and column 8 lines 7-60), a part obtaining a print requirement associated with the 
document file (see column 6 lines 18-60 and column 8 lines 47-56), and a part 
executing a printing process so as to satisfy the print requirement (see column 8 lines 
35-56), wherein the print requirement sets a print mode including at least one security 
requirement to be executed to a to-be-printed document (see column 6 lines 50-60 and 
column 8 lines 46-56, an authoring user creates options associated with a document 
that specify software functions to be enforced by an application interface, the document 
is then segmented and encrypted, a segment may also be the entire document, a 
viewing user may request the document, or segments thereof, and after the application 
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interface decrypts a segment, the application interface enforces the option, such as 
printing with a watermark). 

Pensak does not disclose expressly obtaining a password and the password is 
utilized to generate a key for encryption and decryption of the document file. 

Woods discloses obtaining a password and the password is utilized to generate a 
key for encryption and decryption of the document file (see paragraphs 26, 57-58, and 
65, reference states that the password is the basis of the key for encryption and 
decryption of a file). 

Regarding claim 22, Pensak discloses a document protecting system comprising: 
a server implementing a document protecting program encoded on a computer readable 
medium comprising the codes of: obtaining an encryption key used to encrypt a 
document file (see column 2 lines 10-28, column 4 lines 10-23 and 53-67, column 5 
lines 59-65, column 6 lines 31-60, and column 7 lines 7-36), associating a print 
requirement with the document file (see column 6 lines 18-60 and column 8 lines 47- 
56), and encrypting the document file by the encryption key (see column 2 lines 10-28, 
column 4 lines 10-23 and 53-67, column 5 lines 59-65, column 6 lines 31-60, and 
column 7 lines 7-36), and a user terminal (see Figs. 1 and 2) comprising the codes of: 
obtaining a decryption key of a document being encrypted (see column 2 lines 33-38 
and 44-57, column 3 lines 12-15 and 23-25, and column 8 lines 7-60), obtaining a print 
requirement associated with the document (see column 6 lines 18-60 and column 8 
lines 47-56), and executing a printing process so as to satisfy the obtained print 
requirement (see column 8 lines 35-56), wherein the print requirement sets a print mode 
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including at least one security requirement to be executed to a to-be-printed document 
(see column 6 lines 50-60 and column 8 lines 46-56, an authoring user creates options 
associated with a document that specify software functions to be enforced by an 
application interface, the document is then segmented and encrypted, a segment may 
also be the entire document, a viewing user may request the document, or segments 
thereof, and after the application interface decrypts a segment, the application interface 
enforces the option, such as printing with a watermark). 

Pensak does not disclose expressly obtaining a password and the password is 
utilized to generate a key for encryption and decryption of the document file. 

Woods discloses obtaining a password and the password is utilized to generate a 
key for encryption and decryption of the document file (see paragraphs 26, 57-58, and 
65, reference states that the password is the basis of the key for encryption and 
decryption of a file). 

Pensak & Woods are combinable because they are from the same field of 
endeavor, security of document files utilizing encryption. 

At the time of the invention, it would have been obvious to a person of ordinary 
skill in the art to combine a password being the basis for generating a key used for 
encryption and decryption, as described by Woods, with the system of Pensak. 

The suggestion/motivation for doing so would have been to increase the security 
of the document by using a password to generate a key for encryption and decryption. 

Therefore, it would have been obvious to combine Woods with Pensak to obtain 
the invention as specified in claims 1, 12, 21, and 22. 
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Regarding claim 2, Pensak further discloses wherein the print requirement is 
compulsory enforced by executing a printing process with the print requirement when 
the document file being encoded is decrypted (see column 8 lines 35-56). 

Regarding claim 3, Pensak further discloses obtaining a decryption key for the 
document file being encrypted (see column 2 lines 33-38 and 44-57, column 3 lines 12- 
15 and 23-25, and column 8 lines 7-60), decrypting the document file based on the 
obtained decryption key (see column 2 lines 33-38 and 44-57, column 3 lines 12-15 and 
23-25, and column 8 lines 7-60), obtaining the print requirement associated with the 
document file (see column 6 lines 50-55 and column 8 lines 47-56), and executing a 
printing process so as to satisfy the obtained print request (see column 6 lines 50-55 
and column 8 lines 47-56). 

Regarding claim 4, Pensak further discloses wherein the print requirement is 
obtained from the decrypted document file (see column 6 lines 50-55 and column 8 
lines 47-56). 

Regarding claim 5, Woods further discloses wherein the password corresponding 
to an encryption key used to encrypt the document file is obtained from a user, and a 
decryption key is generated by the password (see paragraphs 7, 26, and 65). 

Regarding claims 6 and 15, Pensak further discloses wherein a parameter, which 
is internally maintained or generated, is used to generate the decryption key (see 
column 2 lines 44-57 and column 3 lines 11-25). 
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Regarding claim 1 3, Pensak further discloses wherein the document file and the 
print requirement are associated with each other by providing the print requirement to 
the document file and then encrypting the document file with the print requirement (see 
column 6 lines 31-60). 

Regarding claim 14, Pensak further discloses wherein an encryption key is 
generated based on a password input by a user (see column 3 lines 62-65). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Mark R. Milia whose telephone number is (571)272- 
7408. The examiner can normally be reached M-F 8:00am-4:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, David Moore can be reached at (571 ) 272-7437. The fax number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Mark R. Milia 
Examiner 
Art Unit 2625 
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Examiner, Art Unit 2625 



/David K Moore/ 

Supervisory Patent Examiner, Art Unit 2625 



